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Introduction:
Malicious users can infer sensitive information from a series of seemingly innocuous data access. Thus,
we develop an inference violation detection system to protect sensitive data content.
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inference computation complexity, the instantiated SIM can be mapped into a Bayesian network. Thus,
we can use available Bayesian network tools (e.g. SamIam [3]) for evaluating the inference probability
along the inference channels. For a single user, when a user poses a query, the detection system will
examine his/her past query log and calculate the probability of inferring sensitive information. The query
request will be denied if it can infer sensitive information with the probability of exceeding the prespecified threshold [1]. For multi-user, the users may collaborate with their query answers to increase the
probability of inference sensitive information. We can construct a task-sensitive social network based on
the users’ profiles and questionnaire data [2], which can be utilized to derive collaboration levels among
users. Collaborative inference from multiple users can be derived based on their respective collaboration
levels, their corresponding query log sequences and the relationship with the inference channel (e.g. with
or without overlap) for the sensitive information.

Conclusions:
We have developed a detection system that prevents single users from inferring sensitive information by a
series of innocuous queries. We are currently extending the detection system for multiple collaborative
users that is based on their query histories as well as their social relations.
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